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rerINnvent

Explore the AWS re:Invent 2025 event catalog

Discover what you can leam at re:invent with our session offerings. Browse by title, abstract,

and topic to find the right sessions for your needs.

If you would like to select your favorite sessions, please log in by clicking the "Register Now"

button.

Event Catalog Attendee Guides Content tips and policies

Filters

New launch sessions

Type

Level

Features

3122 sessions

10x Your Agentic Al with AWS Bedrock,
AgentCore, and Solace Agent Mesh
(sponsored by Solace) (AIM357-S)

Join this hands-on workshop to learn how to build
powerful agentic Al solutions with Solace Agent Mesh
an open-source, modular framework for enterprise-
grade agent orchestration. Explore how to integrate
AWS Bedrock, AgentCore, MCP servers, and A2A agents
while leveraging a robust event-driven architecture.
You'll gain practical experience implementing three
core patterns—conversational, event-triggered, and

3rd Party Risk Management Tabletop
Experience [REPEAT] (GHJ210-R)

Embark on "Third Party Risk Management,” an engaging
tabletop designed to challenge and refine your
approach to managing external partnerships and
vendor relationships. In this immersive experience,
leaders are thrust into a high-stakes environment where
they must navigate complex scenarios involving third-
party risks. This tabletop not only enhances your ability
to manage third-party risks effectively but also equips
you with practical insights and strategies to safeguard
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AWS re:Invent 2025 - Securing Al Agents: The Future of Identity & Access Control...
Securing Al Agents: Tha Future of Identity & Access

Control (sponsored by WorkOS) AWS Events

090

AWS re:Invent 2025 - From Cloud to Al Securing the New Cloud Attack Surface (SEC220)

AWS re:Invent 2025 - B
Security B . o o

AMZE Jin H

AWS re:invent 2025 - Intelligent security: Protection at scale from development to...

e Invent

Innovation AWS Evenis .
Talks :

AWS re:Invent 2025 - Architecting scalable and secure agentic Al with Bedrock AgentCo...

AWS Evants

¢ 09

AWS re:Invent 2025 - From collecting tools to an autonomous SOC (SEC206)

AWS Events

09

https://www.youtube.com/playlist?list=PLwyLgAhlAsi4SqLC61zi{5gMBxsHkLC1J5



https://www.youtube.com/playlist?list=PLwyLgAhlAsi4SgLC61zj5qMBxsHkLC1J5
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Keynotes

Innovation Talks
S0 M

Al & Machine Learning
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Telecommunications
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Analytics
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Application Integration
120 M

Architecture

270 M

Cloud Operations
0 MM

Track All Tracks v * 0

Al agents in action: Architecting the future of
applications

EN KO A

https://reinvent2025.summary.events
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Swami Sivasubramanian

Dr. Werner Vogels

EN KO A

The agent-enabled workplace:
businesses with Al

EN KO A

https://djn5cn31a5nkh.cloudfront.net
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AWS re:invent 2025 - Keynote with Dr. Werner Vogels
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@ CloudQuery

C'oud asset inventory CloudQuery is Al-powered data

integration that unifies all of your

for security and platform cloud infrastructure configuration

All Your Clouds. One Query.
™ AO9
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2 Cloudtuary

Alpipelines

Cloud _ |
Custodian

e, Privacy, Governance,
nd Al Trust. Together.

Trusted by 70% of the Global 2000
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https://docs.google.com/file/d/1sAhQfe2-CIVZLujVYfo5WhGo9O1whOBk/preview

AWS re:inventOil A 2l 2ot 2ed OIE NE/NMH

AWS Security Agent (Preview)

AWS Security Hub (General Availability)

IAM Policy Autopilot

GuardDuty Malware Protection for AWS Backup

Outbound Identity Federation

Amazon CloudWatch Unified Data Management

Network Firewall Marketplace Rules

Aws login - Programmatically access AWS with your console credentials
Zero-Touch Secret Rotation for your third-party secrets



AWS Security Agent (Preview)
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https://www.youtube.com/watch?v=LPo4kI656bY

@ a @ @ Menu trigger ¥

e AWS Security Agent > Security requirements > Custom security requirements > Create custom security requirement @

Create custom security requirement

Security requirements to enforce your organization's specific policies and standards. Build them from scratch or customize
AWS-managed requirements as a starting point

Customize a managed security requirement - optional

Pre-populate your security requirement details with an existing managed security requirement template.

Managed security requirement

I ¥ Search for managed security requirement by name or description ]

Security requirement details

Security requirement name

Add a display name for this security requirement
AnyCompany CRM Crypto for Encryption at Rest

Maximum 80

Description

Add a brief description of what this security requirement enforce

Use AnyCompany CRMs crypto library for all encryption at rest

Maximum 500 characters

Applicability

cena

s, system types, or conditions where this requirement should be evaluated

All systems that store sensitive data



Design reviews » Create design review

Create design review
Upload your design files to assess compliance with enabled security requirements. Go to Settings to view the security
requirements used to analyze your files.

Design review name
Name

AnyCompany CRM Events Functionality Review

Maximum 80 characters,

Files to review

mages must be uploaded as PNG, JPG or embedded in PDFs,

Drag and drop files

+ Choose files

[ £\ DOC and DOCX files are analyzed for text only. Images must be uploaded as PNG, JPG or embedded in PDFs. J

2116 K

CRM_API_Design.pdf X
21.16 K8

aT14:51:56
CRM_Requirements.docx X
o
20 29T14:52:56
CRM_BusinessLogic.docx X

Cancel Start design review



AWS Security Agent

5 Security Apent > Agent name > Design revkews > AnyCompany CRM API Review
Agent name < AnyCompany CRM Events Functionality Review ( Clona this design review ) ( ¥ Export dusign raview )
Home
Penetration test Details
Design reviews Review status Date completed Files reviewed
Sattings/resources ¥ Complets Octaber 29, 2025 3 uploads
Findings summary
£ Non-compliant o insutticient data ¥ Compliant o Not spplicable
Securlty requirements are violsted or A security requirement’s relevance Security requirements are met based  The uploaded files don't contain
not adequately addressed criteria Indicate it doesn't apply tothis  on the uploaded files. enough Information,
system design
Files reviewed (3)
Q. Search for e <1 B
File name Type Size
CRM_API_Design.pdf FOF 2116 KB
CRM_Requirements docx nocx 2116 KB
CRM_Buisinesst ogic dock nocx 21.96K8
Review findings (11)
Selact a finding betos the 4 racon )
Search by security requiremant Filter by compliance status
@ Hadsemtity raauirsvints by aome | viaw at v <1 > @
Finding by sacurity requirament v | Compliance status v
Adimin Access T Non-con
Agthenticatios Y isuffici
£ Comgliant
1 Comptiant
¥ Compteted
£ Compliant

£ Compllant
Pl




AWS Security Agent > Agent Spaces » Agent: Sec-agent

Enable code review

> Enable code review

Enable automatic code review for Connected repositories. AWS Security Agent will analyze pull requests for security vulnerabilities and compliance with your security requirements.

Connected GitHub repositories (6) ifo

Q, Find repositories

Repository
api-gateway
auth-service
backend-core
ci-scripts
data-pipeline

dev-tools

Disable code review

v

Enable code review

Code review
@ Enable
O Enable
(D Enable
O Enable
O Enable
O Enable

Cancel

Remove

Enable
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No description provided.
©
< Create lambda_handler.py

@ busy-beaver-beta bot reviewed 2 weeks ago

View reviewed changes

lambda_handler.py

Comment on fines +25to +32

K4

25 | + except Exception as e:

26 | + return {

27 |+ ‘statusCode’: 500,

28 |+ ‘body’: json.dumps({

29 |+ ‘error': str(e),

3 |+ ‘aws_key': os.environ.get('AWS_ACCESS KEY_ID'),
31 |« ‘table_arn': table.table_arn

32 |+ 3]

busy-beaver-beta bot 2 weeks ago

What is the issue? The error handling code is returning sensitive information in error
responses, including the AWS access key ID and the DynamoDB table ARN.

Why is this important? Exposing sensitive configuration details like AWS credentials and
resource ARNs in error responses provides attackers with valuable information that could be
used for further attacks. The AWS access key is particularly itive as it could pc ially be
used to access AWS services if the corresponding secret key is also compromised. This
information disclosure violates the principle of least privilege and could aid attackers in
reconnaissance efforts.

What is the recommendation? Remove all sensitive information from error responses. Return
generic error messages to end users and log detailed errors server-side for debugging.
Replace lines 29-31 with a simple error message like 'An internal error occurred' and ensure
full details are logged securely for administrators only. Consider implementing a structured
logging system that captures error details while ensuring sensitive data is properly masked in
all outputs intended for users.

©}

Reolv.

cfoc848

®

Resolve conversation

busy-beaver-beta bot reviewed 2 weeks ago

View reviewed changes

lambda_handler.py

12 |+ table = dynamodb.Table('user_data')

13 |+ response = table.scan()

14 |+

15 |+ bucket_objects = s3_client.list_objects_v2(Bucket='sensitive-files')

"1 busy-beaver-beta bot 2 weeks ago

What is the issue? The code is listing all objects in an S3 bucket named 'sensitive-files’ without
any access control or filtering based on user permissions.

Why is this important? This allows any user who can invoke the Lambda function to retrieve a
list of all files in a bucket named ‘sensitive-files', regardless of whether they should have
access to those files. This could lead to information disclosure, enabling attackers to identify
sensitive files that they may later attempt to access through other means,

What is the recommendation? Implement proper access contrals by checking user
permissions before listing bucket contents. Consider using IAM policies to restrict S3
operations, implement path-based filtering based on user identity, and validate that the
user_id parameter has appropriate permissions to view the requested resources. For example,
list only objects within a user-specific prefix like: s3_clientlist_objects_v2(Bucket="sensitive-
files', Prefix=f'users/{user_id}/").

(©)]

Reply...

Resolve conversation

@ busy-beaver-beta bot reviewed 2 weeks ago

View reviewed changes

lambda_handler.py

| 10|+



> [Agent Space Name] > Penetratic

@ Penetration test details

VPC Resource:

7 Create a penetration test

Penetration test details

Setting up the penetration test scope and log source.

Penetration test name

wput a name for your penetration test

Penetration test scope
Target URLs

Ing URLs for this ¢ at est y verihed domain

P Verified domains

input URL

Exclude risk types - optional

Choose tf sk types that e included in penetra

Out-of-scope URL path - optional

JRL path thatll not be teszed in penetration test

Add another

Additional allowed URLs - optional

Add URLs that are allowed in the network by

Placeholc

Add another

Custom HTTP headers - optional
Cust i t out wark

by adding a custo ser-Agent header

o 'User-Age




11/13/2025 pentest job

Ly Pentesz: f

Irefligtn

Pemstration tast run avervew

Actions

RS 1 B0

¥ LOGIN (1)

Login

» Notwork scanner (2)

TLS Scannar

» Privitege escatation {5}

e Shat 43 30

©

e 0%

Fenetration test tags

St anatgs

Fingings

Priviloge escalation

Stactat 11123008 022214

Privitage oscalation

Sraese 11117308 06 7

varmse

Privilege escalation
Start tme
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AWS Security Agent

S Security Agent > Agent Space Mame > Ko

> 11/15/2025 pentest job

11/13/2025 pentest job

Ly Pentest: Prrtest name - Created:

025 at 11:36:23  Ouration: /2025 31 11:3:

Complete
Prefight Static snalyss Penetration test Finalzng
Penetration test run overview Penetration test logs Findings

SSRF via X-Forwarded-Host Header Injection in CloudFront ( Mack asresalved ) (_ memediate finding )

Was this finding accurate?

SSRF via X-Forwarded-Host Header Injection in CloudFront

Distsibution » Note on this finding - Optional

i Y I U VS i S Agunt o Saverty Finging ags Risk typo
Trage logs & Server-5ide Request Forgery (SSRF)
Sub Resource Integrity (SRI) Attribute Missing on External Script ¥ Description

Jifeesat

The CloudFront distribution at https://samplacrm.com is vulnerable to Server-Side Reguiest Forgery [SSRF] thraugh X-Forwardad-Host header injection. When an
25 015459

attacker provides a malicowus X-Forwarded-Hast header, the backend ongin server makes an autbound request to the sttacker-controlled domain, This vidnerability
alloers attackers to force the backend to make requests to intermnai services, patentially access clood metadato services (169.254.169.263), expose internal AWS
resources, perform pert szanning of interal networks, and may lead to data exfiltration from intemal senaces. The CloudFrant distibution improperty passes the
AWS Cognito OAuth2 PKCE Not Enforced - %-Farwarded Host header to the backend without validation or sanitization, causing the origin server to trust and act upon client supplicd header values.
Security Configuration Weakness v Attack reasoning
Last upelatadt: /2025 015044 « Attack Vector (AV): “Netwark*
2 « The wdnerability <an be exploited ramotely over the retwork via HT TP requests 1o the CloudFront Bstributon without requeng ary physical or local access
+ Attack Complexity (AC) **Low**
+ The ateack is stralghtforward requinng onty the Injection of 3 single HTTF haader d ) with Ao timing P
configurations, o complex setup neaded,
+ Privileges Raquired (PRY: **Nane**
+ No Authantication or priviieges e required, any ANOMMOUS USer can send tha malicious requast 1o the public CloudFroat andpaint
« Stope (S): “*Changed**
+ The vuinerability atiows the attacker ta affect resources heyond the vulnerable Cloudfront component, specifically enabling reguests ta Intemal AWS
servicos, metadats andpoints {169.264.169.254), and Intemal network resources that the arigin server can sccoss
« Confidentlality Impact (C); **Hagh™*
+ The SSRF can be levaragnd ta read sansmve data from Intermal sarvices, access cloud metadata cantaining 1AM credentials, and exfiltrate infarmation fram
backend systems that should not be publicty accessible.
« Integrity Impact {If: **Low**
+ Wihie the SSRF primarily ensbles reading data, there is limited potential ta modify dats through interrst AP! calls if the accessed services accept state-
changing operations 13 GET requusts or if the attacker can chaln this with ather vunerabllities.
« Avallability Impact (A): "*None"
+ The SSRF wilnerability itzetf does not directly cause denial of service or affect the availability of the Cloudfront datribution or backend services Lder normal
explattation sosnarios.

i

Last updated:

fike frerm & CON (ha

¥ Steps to reproduce

Proof of Concept

1.50nd 3 raguest with X-Forwardod-Host header to the ClowdFront distribution:
+ cunl -H "X-Forwarded-Host PEN-258-0179-71 74,01 collabg-req ) devops.aves dev ' “https.//samplecrm comy*

2 Respense: HTTP 200 OK

3. Verification: The SSRF endpaint PEN-IZS8.0179-7174.dns collabg reg1.devops.aws dev confirmad that the backend orgin server made a DNS lockup and o
HTTF reguest to the ad domain. The was confirmed by calling werlty_ssrf_exploit tool which vatidated that th target application
succassflly sent a request to the SSRF datection endpoint, proving that the backend processas and acts upon the X-Forwarded-Host header value supplied by the
client. Tl that an attacker can ak bitrary requests to any damain or 1P address they
spucify In the X-Forwarded-Host header,




AWS Security Hub (General Availability)
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Security Hub &

(Now Security Hub CSPM)

Cloud Security Posture Management Cloud Security Posture Management

Security findings aggregator Automated correlation
Enhanced risk prioritization

Automated response

A At https://www.youtube.com/watch?v=mYyBQYleJzk



https://www.youtube.com/watch?v=mYyBQYIeJzk

U]

Security Hub

AWS Security Hub CSPM

Cloud Security Posture Management

Configuration compliance

Security finding aggregation

Automated signal correlation

Exposure findings

Attack path analysis

Security focused asset inventory

OCSF standardized format

Unified configuration console®*
Available at GA*

AWS Security Hub
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Amazon GuardDuty

AWS Security Hub CSPM

Amazon Inspector

— > Development

——»  Operations

Awesome
(SmugMug + Flickr)



IAM Policy Autopilot

IAM Policy Autopilot2 &= &8 D& 242 Soll WL A2 2EHMN 2t
IAM 2 ots Ats2 2 M -0t= CLI =+ 0[ At MCP A B &L E}. IAM Pohcy
Autopilot= & & & & (deterministic, 2= Z2 U2 =54)0| ] =& AEHE R AIOHH
peElg == 83 8= MEBot, L= IOl E C‘/%* Z UI’.E NE At E

- O
()/ (@) o) o g O:I } O A_I C Tlos r- — =
CHHI 97% &2 #HetBt= £ 0 ot H Z Q7 Uiam Pollcy Autopllot
An open 2 Model Context Protacol (MCF) server and command-line tool that hej p«:y ur Al codin g ssistants
quickly create baseline IAM pohcms(ha!yeu can refine as you ppl_a ion evolves, so you can bui I faster. IAM Policy
Autcpilot analyzes your application code locally to generate identity-ba: edpl 5 for apphicatio nablin g

faster |AM policy creation and reducing access troubleshooting time. IAM Pol yA utopilot supports applications built
in Python, Ge, and TypeScript

Table of Contents

= Who is 1AM Policy Autopiict for?

& &f: https://www.youtube.com/watch?v=vgA_sq99Kas b

1AM Policy Autopilot is for builders on AWS using Al coding assi . including pers, product
technical expenmenters, and business leaders,



https://www.youtube.com/watch?v=vgA_sq99Kas

@ customer_onboarding.py X

src > % customer_onboarding.py > & lambda_handler

import boto3
import botocore
import json

kms = boto3.client('kms')
s3 = boto3.client('s3')
sts_client = boto3.client('sts')

# Get current account ID

account_id = sts_client.get_caller_identity()['Account']

def lambda_handler(event, context):

Onboard new customer to SaaS platform

Each customer gets their own KMS key for data isolation

customer_id = event['customer_id']
customer_name = event|['customer_name']

# Check 1if bucket already exists

bucket_name = f'{account_id}-customer-{customer_id}"

try:
s3.head_bucket(Bucket=bucket_name)
# Bucket exists, return early
return {
'statusCode': 200,
'body': {

‘customer_id': customer_id,

(0 sec-351

New Session X

Please create an |AM policy for this script.

° Kiro

'} Including Steering Documents ¥ hints.nd

I'll generate an IAM policy for the
customer_onboarding.py script. First, let me read the
file to understand what AWS services it uses.

Read file(s) customer_onboarding.py

Now | need to ask you for the AWS region and account
ID to generate the policy.

What AWS region and account ID should | use for
generating this IAM polic"y?

The script uses:

+ KMS (create keys, create aliases)

« S3 (head bucket, create bucket, put bucket
encryption)

* STS (get caller identity)

/'\

Auto ¥ Autopilot .
aws

\/’




2 customer_onboarding.py

« >

{} iam-policy.json U X

src > {} iam-policy.json > ...

4

14
10
24

48

an

(&) sec-351

"Statement": [

TACTionTT |
I,
"Resource": [
"arn:aws:s3:::x",
"arn:aws:s3:us-west-2:774298197065:accesspoint /%"
]
}
{
"Effect": "Allow",
“"Action": [
"kms:CreateKey"
1,
"Resource": [
ll*lt
]
|
{
"Effect": "Allow",
"Action": [
"kms:CreateAlias",
""kms:PutKeyPolicy",
"kms : TagResource"
ll
"Resource": [
"arn:aws:kms:u§1west-2:774298197@65:alias/*",
"arn:aws:kms:us-west-2:774298197065: key/*"

1
0 /A0

v AWS: profile:default

£ sec-351 BDODBe e
&2 (D oo ® New Session X + = B X
Please review this policy before proceeding. The
policy grants the minimal permissions needed for your
Lambda function to:
+ Get caller identity (STS)
+ Create and configure $3 buckets with encryption
+ Create KMS keys and manage aliases/tags
Would you like me to save this to a file?
@ Checkpoint Restore
Yes
° Kiro
f?> Created () iam-policy.json 9]
Done! I've saved the IAM policy to
src/iam-policy.json.
Waiting on your input Reject all
ll\
# Auto ~  Autopilot @
aws
~—"1
£ Ln53,Col1 Spaces:4 UTF-8 LF {[) JSON ) Autocomplete ¥ Reportissue: ©0)




GuardDuty Malware Protection for AWS Backup

GuardDuty= 2™ ZH2|8 2AE X MHIAR, 2840t DO EC2 QI AE A 9} S3
H31S SLIEHZELICH Ol EC2, S32 = 01 AWS BackupOll CHEH Z 0] A2H

JIs= HMsELIL.

A Ab: https://www.youtube.com/watch?v=E5p WnP4pw8



https://www.youtube.com/watch?v=E5p_WnP4pw8

Malware planted Malware activated

surgical nixes

J

\ J \
e |

Clean backups Threat introduced

- - - . S S D S - - - - -

Backup retention timeline B Clean backups

. Infected backups

™ Compromised backups




AWS Outbound Identity Federation

QIE MBIAC &I &Y (api key, access token )= 2
FADd=2E0AM 2F ABIAS Hets 218 20ld =28

AWS workloads

Outbound identity federation

A native mechanism to
federate outside AWS

A Al: hitps://www.youtube.com/watch?v=gkMnYCMJmBI



https://www.youtube.com/watch?v=gkMnYCMJmBI

s O \/ =

OIDC Issuer URL
Appllcatlon AWS Securlty T°ken Extel’nal Dlscovery Endpolnt

on AWS Service (STS) Service (managed by STS)

° Requests a token

<
e Issues a token !
P

e Sends token to external service for authentication

>
Fetches verification

Validate token 2 keys and metadata
signature

e
e Verifies token and grants access




Amazon CloudWatch Unified Data Management

Fot g, 2'Al ), DevOps E2t2| UIOIEH =& ZHE =) floll 221 =<3t S3
Tables S &, NEIEl HYH, 12|10 2dEst 24 JIs2 HlSote 22ld AHdlA.

A Ab: https://www.youtube.com/watch?v=5- I3MYJdLs



https://www.youtube.com/watch?v=5-_l3MYJdLs

Security Observability

Data Sources aws O

AWS CloudTrail




&

Amazon
CloudWatch

Data Stores

Data Sources m

Iel

Amazon Amazon
OpenSearch Athena

Service

Amazon
Redshift

&

Amazon CloudWatch

S3 Tables

AWS CloudTrail

B

Amazon
SageMaker

Bring your own
engine




Log groups

CloudWatch > Log management

Data sources - new

¥ How it works

l:\ Unmapped log data |

Summary

Data sources (30) info

( Enable data sources |2 )

( Data source actions & )

Your log data is seamlessly discovered by data source, and data type. To further enrich or transform your data, attach a pipeline. For
enhanced analytics and efficient querying, using field indexes and facets in Logs Insights. To enable new data sources, go to Ingestion.
Learn more about Data sources, Facets, and S3 Tables integration. To map additional data sources, go to "Unmapped log data" tab below.

( View in Logs Insights L2 )

- ~ Filter by category Associate with S3 Tables integration

[ Q. Search by source or type | | Any ;ww—w—] <1 2 3 > @
O Data source A | Category V¥ | Log groups ¥ I Pipeline v | Eventf... ¢ | Source ... V | Source type v |
O Bl amazon_routeS3.private_dns_quer AWS 1 log group No pipeline Default amazon_r... private_dns_query

[ B amazon vpc.flow 4 log groups No pipeline Default amazon_vpc flow )
B2 apache.access Custom 1 log group No pipeline Default apache access
B aws_cloudtrail.data 1 log group No pipeline Default aws_cloud... data
)] B aws_cloudtrail.management 1 log group No pipeline Default aws_cloud... management
O B aws_nlb.access 1 log group No pipeline Default aws_nlb access
()] B Bedrock.AC Custom 1 log group No pipeline Default Bedrock AC
0 O microsoft_entraid.account_change Custom 2 log groups No pipeline Default microsoft... account_change




= CloudWatch > Logs Insights

Logs b Analyze with O ch - new

Logs Insights i

Select log groups, and then run a query or choose a sample query,

[ Logs insights oL e NN 00 30m 3h 1@ ( Compare (Off) ) UTC timezone ¥ |
Query scope Log class Q
Q Search and select log groups and facets | Standard ¥ | Browse: Log groups |
> 4 Discovered
Facet facets and
[ %] (Gand ~ [ voagrowe [x) hetds
(]
1 pattern @message
2 | sort @sampleCount desc 1 Saved and
3 | Umit 5 sam[?le
queries
% Query generator e s ®
Prompt Info s2/500 X Query
= commands
’ List the 5 most frequent patterns in my vpc flow log J
e 4
( Generate new query ) ( Refine existing query ) Is this helpful? oy 0
The selected log groups are used as context when generating querias,
Logs Insights QL query can run for maximum of 60 minutes.
© Completed. Query executed for 1 log group. ©
Logs (-) Patterns (1) Visualization
Patterns (1) o ( nddtoquery ) (Exportresuits v ) (( Add to dashboard )
A pattemn is a shared text structure that recurs in your logs, Click the magnifying glass icon to analyze a pattern.
| Q Filter patterns by pattern string, event count, severity, event ratio or keywords | < 1 D &
| Inspect | Pattern v | Eventcount v | Eventratio(%) v | Seve

0 7,456 100% NONI

B o@o o o

Facets Fields >
Facets (1/11)
( Clear Selection ) ( Manage Facets [2 )
Facets enable interactive exploration and drill-down into logs.
Facet values are automatically extracted based on the selected
time period and retained for 30 days.
| Q Find focets or facet values @
Filter: | | Selected | | Pinned Expand all
Event
e Facet Name v | it |
. » 210 @aws.region 76:
» 3 0 @data_format 75:
. » Z 0 @data_source_name 5
. » Z IO @data_source_type 75:
S DR wen &
[ ACCEPT 75: ]
REJECT 0
. ZX O flowDirection -
T » 1O logStatus 76:
23 10 region -
I 1O severityText -
= » T 10 sreAddr o
a 210 type -



Network Firewall Marketplace Rules

Network Firewall 0l A Active Threat Defense(MadPot QI L2} D8t /& QI )2t
7)1 =2 UE 4 (Checkpoint, Fortinet, Infoblox, Lumen, Rapid7, Trend Micro,
ThreatSTOP)2| Zt2|e #& = AIE(H0H)E = UY=L ILH

e.
Threat STOP / (_\

UMc=N

¢) TREND:
RAPID \

A Ab: hitps://lwww.youtube.com/watch?v=iyT2TJrZhC8



https://www.youtube.com/watch?v=iyT2TJrZhC8

AWS Iogin = Programmatically access AWS with your console credentials

HEAS0l 28 212 IUA SE= AtEot XA 53 JIE &

E = AWSH B2 = A= 28 = UsSLIL

o
>
02
Q'E
=

1>
i)

$ aws login

A Ab: hitps://www.youtube.com/watch?v=BI9kWS-UxR0



https://www.youtube.com/watch?v=BI9kWS-UxR0

| Instaling or LUpdating ta the * & Amazon Web Services Sqgn % +

A 4 us-gast-1.signin.aws.amazon.comivi/sessions?response_type=codesciient w m e D w1 ¢ [ .
2 g ,31nnok@pcde74625dce ~ % aws login
|Attempting to open your default browser.
If the browser does not open, open the following URL:

|lhttps://us-east-1.signin.aws.amazon.com/vl/authorize?resp
lonse_type=code&client_id=arn%3Aaws¥%3Asignin%3A%3A%3Adevto
ols%2Fsame—-device&state=9e7d01d3-4727-4f33-9860-111fel0le
le8e&code_challenge_method=SHA-256&scope=openid&redirect_u
lri=http%3A%2F%2F127.0.0.1%3A56675%2Foauth%2Fcallback&code
|_challenge=dDTqGrBCHWQltyKqgéwPzhHVQ-3gFZYtJjRtFPhDBCg



https://docs.google.com/file/d/1DqfYqtz95SUlh6rUlBUzXHrMs8J6Ym_Q/preview

Zero-Touch Secret Rotation for your third-party secrets

AWS Secrets ManagerJt Bl AWS AHIA(METENE HIAMEZ Al 2 2HI01&
s+ A= JdlssS HM3ELICH (20 M D1 HI0IEIE06HA)

AWS Secrets Manager integrated third-party vendor credential

© Selesforte Latermat Clent Apg Credentisd ‘ BQT) Refresh Tosen

" bigio

A Al: hitps://www.youtube.com/watch?v=BI9kWS-UxR0

S Tabe Loy Var Asthent s ation



https://www.youtube.com/watch?v=BI9kWS-UxR0

Thank you!



